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Abstract With the rapid popularization of mobile devices and fast development of wireless
networking technology, Voice over Internet Protocol (VoIP) applications represented by WeChat
and Skype have become increasingly popular. VolP applications are built on the Internet and
transmit voice signals through IP packet-switched networks. During a voice call, the analog voice
signal generated by the sender is compressed and encoded, and then packaged into data packets
according to protocols such as TCP/IP, which are transmitted over the IP network to the
destination. The receiver then reassembles and decodes the received data packets to restore the
original voice signal, thus achieving voice communication over the Internet. While VolP
applications have greatly enhanced communication convenience in people’s daily lives, they have
also facilitated the proliferation of cybercrimes--particularly telecommunications fraud and online
fraud--inflicting substantial harm on individuals. There is an urgent need to study VolP encrypted

network traffic identification technologies in order to efficiently detect and combat the cybercrimes
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that exploit VolIP applications. To this end, this study collects and analyzes real-world VolP
network traffic generated by four popular VolIP applications in China, including WeChat, TIM,
Tencent Meeting, and DingTalk. Although nowadays VolP applications generally adopt private
voice coding algorithms and encrypted communication to enhance their data security, the
transmission patterns of VoIP encrypted network traffic traces may still leak side-channel
information about user profiles, identities, and even private voice content, which can be possibly
leveraged by networking administrators to recognize VolP encrypted network traffic. Specifically,
this work measures and analyzes the correlation between the encrypted network traffic
transmission patterns of the four VoIP applications against user attributes (e. g., speaker’s
gender), speaking languages (e. g. , Mandarin, English, etc), user identities (e. g. , a particular
person of interest), and voice content (e. g., words relating to killing people, transfer money,
etc), and discovers a significant correlation between voice frequency and packet length.
Specifically, we find that VoIP applications tend to transmit high-frequency voice signals using
larger network packets, i. e., packets with larger bytes. Based on this observation, a VolP
encrypted network traffic identification method called VPrint is proposed for fingerprinting VolP
network traffic. VPrint mainly consists of two steps. Firstly, VPrint learns to align voice spectra
with packet lengths in order to find the correlation between voice frequency and packet size.
Secondly, VPrint extracts statistical packet features regarding to different groups of packets that
are likely to correspond to different voice frequency bands such as low, medium, and high
frequencies. This approach of feature extraction is proven to be more accurate and robust than
existing encryption network traffic identification methods such as FS-Net, YaTC,
ET-BERT. Taking WeChat as an example, VPrint achieves an F1 score of 0. 77 for user gender
identification, 0. 99 for user identification, 0. 88 for speaking language identification, and 0. 92 for

and

speaking phrase identification, which are improved by 5% to 76% compared with existing
encrypted network traffic identification methods. We also show the robustness of VPrint against
network jitter such as packets loss, disordering, and padding, showing its usefulness in detecting
VolP related cyber frauds.

Keywords voice over Internet protocol applications; encrypted network traffic identification;

cyber fraud; anti-fraud governance; data security

XXXX 4

51

T

bifi 5 F% 2l I 2 3 55 SR 10 S W s AN BE AL
SR HAL G A5 % 3 2 () DR B, DU LTS QQ
15 % - Skype M AR 3 B9 B Bt M B ¥ (Voice over
Internet Protocol, VoIP) i H H 25 47 VoIP i
FEEAE Internet JEA 2 I, 3l 4 TP 4321 32 46 o 2% 1%
B 5T . TG, AR 7 7 A AR & 5
5205 R AR A5 L Fie B TCP/TP 28 Db T 40 0 B4
£, 4 1P W45 AL i 21 H i 1, S8 5 B2 U807 XU 2 iy
BHnw T EA RS IR E R RIE S ST L
TR A S . VoIP i FH P H 7 (B B bE i
it 5 DA AR B 0 A T A, W5 |7 ok ik 22 ]

PR R kRS Bl L 2 AN AT G
AT H ., #1E 2023 45K, 38 [E VoIP H H &ls:
Tk 7. 542 S e EB S i P 9 60% DL L fili
2| 2025 4K, & B VoIP H P 2 ) 942, i 4
FERL S B P 1 70 %6 A4

VolIP Ji7 F 7 J5 8 AT 2 760 3 1 [ st 5 R
PR A AR SR, [ 2021 AR LK . E R R VE
O B VER B R 69. 90 AR R E 4
1. 1J5AZIE™ . VolIP R A M 48 VE Sk h 4 8 T Bk
AR LA AR £, 35 N A TR R 2T R VoI P i
HEAT HELAR I 4% VE B A5 i1 R A0 TR0 B H 25 260K, 45 A
FOHEAHT ok BRI A i = 2k, ik 75 1 X% VoI P
MUK P BT WA SR EE . LA WA B 5T A X
VoIP [ FH 1 FLAF 28 VE S A B A, AL 45 R W5 E



XX

AR FTAE : HET IR AT 5 B G K X 5 1 VoI P i o0 28 3t e U5 Jy vk 3

VolIP Jill % W 28 i & X P VE N 53 2R 47 50 1 45 (43
e AR S RIS S TR MO I W E RS
VoIP fill % W 2% i f UM H AR

VolIP Jill %% W 24 i 12 15 531 ] AN [] 4% 0 in %%
DO 28 Gt S TR DR o A 98 0 3 D) 285 e TR A 55 1
s A2 e A O 2 38 1 £ i D 58 H A, 1L
I £ il 55 28 R0 L I 285 107 /B DSURI 28 L P AT R SR
2 IS B, T VoIP fings M 4% i f iR BIATE 45
B AE DN 1 5 38 T I A v S B T A
By B I N A G ATRL S B AR VoIP fin
2 A SO 5 TE N AR % T LR 5
FEGURIE B SR ARG, S BUL e i it it
U7 AT E T VoIP I i s il e 45 .

White 2 A" i 01 55 4K 61T Vol P [ i
FH 28 TEE 3 gt 5k CRPR B RE 15 5 gt A
B A O B B ) e S T T S R
AL Z B DRI R 1) FH B 5 R T SR 4 I 51 A 7
R B n s, AU VoIP it it . 4R
M+ H AT VolP B FH R AT 3 g i S A R th 4% T
P ST e B ] FEASK AR AT PR 4
MR F R R kUl E T2 & . 1L4h, VoIP
Jo7 FH T R FH B f 35 78 AN BN £ B SR A8 i 45 T B
BT BORPEEL VoI P I H B i A=, DASRHTER —
i AT X L Pk R 25 5 i White 58 AR
I Y VoI P & i s R B i AR A AN 0] 47, A
T XE LA WA VoIP i A » B A 0 BE4 BT 1 VolIP
T R ik

R TR AT VoI P i it iR 5 2% AR 3C
FESL B = R R AR TIUEY TIMY VAT £ 15 11
S P FKRAT VoI P R FH 7= Az 04 Jin % ) 2% 3t 2 %X
P o W R B, EME A R VoIP i F % A [/l i AL AT
T G B B DA RO % AR AR, 3 A = S M
VolIP [ FH 7= A= i i 4 it it A= 4 A X 5 P e vk i
T NS SE 5 T A OCHROC &R & BLE 4 1 5 R S5 4L
P AL A7 B S R S« AR 3 i TR )
A KRB AL S AR A (035 T 25 5 7= A /N B
P, FETFIZRIM AR T —Fp il i %) 5515 &
W 5 B0 49K ) VoI P in 28 i 38 9 O vk
VPrint. VPrint %8 0 A 1085 2% it g -0 7 i 6e
T HERR TR VoIP fin % i &, I FLAEH P @ v
FHP B U] Gl TS AR R E UM ST 55 AT
T I Jrik. HAh, VPrint B A VoIP hn# i &
A3 AR FRAE A Pl TR, TR T ELA VoIP
PUM 7 V6 X0 o s L S Se e ol . R

VPrint [F] B 38 F 5% 2 5525 4 55 AR A
A 5 B B R TR VolIP R A . A HAE 52 b
VolIP W48 HL A B4y (%38

AL EETTHR ST

(DARCRGM 58T T PURAT VoIP I H ™
A R i AR L S P R R GETE N RS
5 T B SR R L e B I T R S R A K AF
TE A 5 (A G

(27 SCHRE HH — ol 3 2o o 518 355 4T 5 508 4
K VoIP fin % i & iRl J5 i ——VPrint.  VPrint
O A i s TR 5 1k e R AR AR 3 VoI P i
B .

(3L F B, VPrint 76 F 7 & iR 5] 5
Py 3 G TE R R TR ST 55 AL T
LTk FUHEILZL AT 5% ~T76 %

ARSCHYFE T ZHEUTT A48 VoI P i i i -
BB FEBUR 5 X5 5256 % R AL B 1) FLE VoIP s
T HEAT I 30T L 2 R VoIP N5 i B A 1L i
5 3L TR0 — 99 A A A A A R T — R Y
VolIP % it R 1) 7 ——V Print; i 11 K & 5056
B E VPrint P51 Vol P i % i ik 59 A7 20 s 2
SO AR5 T7 1]

2 HMXIME

PO 2 U PR I 245 W A 5 22 4 A A A
ARTFBE B2 BHAEPR I I 55 00 ARG
M ToT B A AR 45 37 5 o 00 77 % 8 A A Tl
(Deep Packet Inspection, DPD™ {3 2 5 51 7 i
SR FH B SCHE S0 D E SR W e P53 o0 268 i o o SR T B
IR EAR N S, He T DPTI I s B Wk 2. I 4F
oK BEAE TRIE 2 > ORI K B TR A 1K BT L g
A2 S8 B AT Ay A N A T8 R A A o 2 O e Rl 4
AR 2 e

B 1 FH 7 s R4 Je R £ 457 BT SR i TR AL
it UM A AT ST IR 2D BRI 55 2 Y3
ol 1) BEOR 240 1 B B 24 5 DT A= S AS R
JE A O e TR s —— MWL S i i 5328 5 AMVRLE Ui
HE R DR R B ) 26 A 4 N HT IR

SE i AR (U VPN i i 5 4E VPN it

@ https://weixin. qq. com

@ https://tim. qq. com

@ https://www. dingtalk. com
@ https://meeting. tencent. com



4 12 -

Pl

L
&

Eitd XXXX 4F

PO VoI P i f U ™45 L 5 it it R 4
L T e A R AT DU DG 3 o 22 o v i 7 A 4
BLEEAR B GRS 5 0 FH 58 BAT R Cln i
YRR T B AL P D) N D 3 Py A L P
TE N GETE PR S JE AR . VRS Ak
J3E A 2k BT 14— Tl L VoIP N 25 3 2 R S A X
VolIP i &5 & 55 B = A2 19 VoIP it & , #4 2
FH At RRAE DCIK , S P T N A TN (i Fhal
S AR R ) B I P B CndE v
Y™, B VoIP N i s R HIHEH A B4 T 43
HFETRHE TR G A ik S 3T iE
BRI AT

(DFETRAE TG = T . 07
2 R EAE S AL SRR i R U AE R il A A T A A
VolP ifi it i 2 4 G5 HHFAE 45 CANBAE AL I 43 A5
g ) (R BRI RS A [B] 55O SR S B VoI P i EE R 4L
AL, BN, Wang 55 N5 H AppScanner [AFAE T
FEE L MR TRIE - N 250 VoI P i i SR I P
TR G S0 T 5 | ABEHLARA 5 45 B 0 25 ) 45 S 31
TS TR I NSRS IR . i —
MR AE TR Z4 )% . FS-Net ™ . DeepFinger ' %
T i USR5 o (SOR P AR A A B
[F1] B 25 L AR AE A VOIP Vi B N & g o, Sl T
X} VoIP ji et N A A b RAE . M7k ik
FEAERAE SR A B 32 BRI IR, N T RRE TR AR BERY
AR5 R SRR, XfE LA VoIP i
A AR SRR S EUE G EEAE VoI P I i
EPUINES P RCRIFANGT

()BT IBE @B =T 77k . Wright 5%
ST i R AR A I R A M T
MG IE A g i Sk S H 0 B VolP i it Xl 4 h £
AR B S5 A VD, A g A S T
N EOE: 0 i <3 SO i) = 07 N i = e s e 13 14
T RRIE G Y DGR, 5 B3 1 PN 25 T L 52
BUE RPN R ik — L ER VoIP 4
gy 1) 15 T 52 R) A, Khan 256 A7 3 A ) 7 25, 5
A TR 75 SURRAE 2 L T SVM 15 52 80 10 4338
W 75% B A IR B HE R R . SR YRR AT
VolIP I 3 3 % FH AL 18 25 S v , S8Rl —iE
B N AEAN A VoIP N FH A A& ) It 45 XA A
A5 AR T PR AR S Y ) ) S AT

25 LTk Vol P i it s PR AR 78 S i 45
B4 WA N b R B I LA BRAR . D RLR ST
LR IE T T AR R 1 NS Vol P i s 55X

Z ] ) SRR 5 2) ZH0REE 3 19 I it RRAE AR A0 5 A
S H L TC N SR RA AT T g A A Y 2
VoIP W H . Ptk , 75 B 5% 8 19 VoIP Jin %5 Ui 214
M.

3 VoIlPMZBREMESDHT

{di ] VoIP i FIAFE Internet | #E 4715 5 W 51,
IR T P A R 5 5 G R4 b AT
BRI 28 I 28 A A BB O - B0 X U3 9 £
LT EA S K E R RS Y. NT
TR & B S EPIE S 55 Z M C R,
PR BRI 25 v i A S A = AT X UL
TIM.ETET FEE TR 23 B PU 3R AT i H 7™ A ) VoIP
T i e AT AT
3.1 BEEHFUESHECEHER

VolIP i F A FH 8 g5 B ol i a5 5
JE 4 2 5 R B A B 28 3 o A Bk T R
VolIP iz F ) PEBE A2 45 ¥ BT 22 3R 0 28 17 9 145 1
PEAE . T RS TEAT R I 28t i v A% i v o et 1Y
EEES W RTE S G 55502 (BN AMR Zq 65
LPC %ifi% JISAC 4 fi5 . SILK i i . Speex 2 it 45 ) 4R
J& T Al 2% L 45 2 (Variable Bit Rate, VBR) 4w fg ™7,
VBR 4ty s GRS & 5 5 (B A& i I
T T R ) K R 2 PR R A ] () i L
T R (LR 2R T A7 2 A LS 308 3 Jo 0 1) 4%
FEIR i P B R AR RS

ASCAd ] Speex gt X — Bt 30 B kAT g
Tt , 75 2] 2 B B HLARR 28 DA R B 6045 i L AR R 11
KR, ME 1) iR, FTLLE B, R 0245 PR 5 F
A, TSR 52 TR S A a5 R 0 bR R 2
A M g R A S B A B A R e L B
P A0 A% fiy U R A 52 A (] %) A8 A R A - G A L A
BRI B A AL 4 AR R OR CRVBAE AT L e 2 4L
i 1 i O AR/ N CHDEAR A2/

AR SCAE LI A TR T UE  TIMVETET
IS TR DU sy FH 7= A2 8 VoI P Jin 4 it i CEE LD
RARTT BB TE R A 5 A S g A A Y 30 iR
15 B FHE A0 A% i L AR R AR AR B n 1B 1 (b) T
AT LU S A 7™ A B A LA S 0 B 1] 35
By PRI T DA I HE 3 0 Al 1 R e R ) 1 G A T
J&F VBR gt . A DU SR 9 2R B 2

@ L NN IR IFER 308,



XX

BUR SIS FETIES I SRR AL X 5F A VoI P s [ 44 37 5y i 5

j=9

e}

)

=10 —— Speexifil
> —— Ml
0 | | | I | J
0 5 10 15 20 25 30

i [)/s
(a) T8 G it AR50 5 400 4 AR i L R 26

T BETE AR AT AR 2 i R A L RR R 1 2 2 S v
DIAREI & AT 7 AS ) A o A B, o (s
) B84 0% i R R A K LA B IR 2 1, TIM
FETET IR /N

FRIEAS T AT 347 L T LAAS S LA 4538 . DU
I R F A o s L T VBR 4Rt , RS )5
TR SRR R/ NV Rl 5 5 22k
3.2 EEMESHEaAHENX

T g SRR X R A 7 R R AN
[Fi] 19 S SR C R A0 A SRS ) » LU AT RE LR A 7
AT RESE TS B B, AMR-NB %535 g
M oA F R T 3. 4 kKHz B 35, SE L G
T BB G TR 11 AMR-WB SEa g itk 2t
e 7 KHz A7 35 UEA TR, SEER TE miE

R T BEFEASIRIIR A 5 1V oL Ji s i 2 14 g
K25 ASE HE R AE T M R B8
B Re) T B e A B T R . DA PR A440
SR, R Do Re MiFa.So.La. Ti %
T 3 9 261.6 Hz. 293.6 Hz. 329.6 Hz.
349.2 Hz.392 Hz.440 Hz.493. 8 Hz. £ &M i
T R IR R 61 F0) 7= A B Bl 0 e 51 A =X
W 2 iR .

200

200

200 ‘

BT —— 11 "1
£ 200 .
2100 AR AR AR
@ 200

B T T—

200 T

o Al

200 ,
0 500 1000 1500 2000 2500 3000

B 4
K2 A=A 0 VoI P I i A K /A

180

EI
(b) PR VolPN FH s tu et LhfE

BT o i MR A A i R

ML 2 7] DL BIAS [m]# B 00 3 5 S B
AR AR . B Do A 5 K L X 1 78 37
A KRR KN T 100 3 8R4 3% B Re
(AR R I AR % 7 7 i o v R K K/ F
100 37 W P A o 1 X T 2 45 %635 By La F0 T,
M B AT DLW 5 B A AE K ALK KT 100 747
ORI E/ TR

XA AR & 3 H 45 e 1 BB 4y
A (CDE) Ge it 45 S v [Rl e+ 40 W1 ik o X T At
FH AT HA T (R 00 2 4347 o AT LA S 28] 2 AR 1 37 A
3, BT R PR 72 Iems 2 o

1.0

=
0.8
0.6 - —
5 / —
O e
04+ — Mi
— Fa
L So
02 La
— Ti
O 1 1 1 1 1 1 1 ]
40 60 80 100 120 140 160 180 200

K /bytes
B3 EAE B AR VoI P I i AL K 210

HR 8 A1 19 DU 5 43 A W] DAAS R DL S8
VolIP i FH AN [R5 38 1) 75 & 2 SR AN [ 1Y) 4 )
SREME o SRR AP 00 ) SR ALK /N B
FLAL 5 L = A i ddd ) TR A A R A £
et -

3.3 APEMSHEafHER

B NHRA MR LB AR, BI85
A SR B HA AU B VoIP 25 i AL f f =2
R fRTAR IR, A1 43 B P P R o 3] A7 45
S [ 3 B O A 25 S L O F R DG T TS P Y
PER B it A SCRAE T 1000 4> VoIP fin % i
HREA, Horh B4 Lol ol 1: 1, 9 HARRIE 35 N A AR
[6lo 3 Ge it pu A H 55 L i A AR i AR A 4
O3 AT RN ZE R E A PR .



6 02 R N I A= SO XXXX 4
40 ¢ 30
35} . ) - -
< 30F - itk B - Ak
S5t S20F
220} S 15|
15t =
10}
o} @ I
sl I
0 II III ll"'- 0 ll..l.lll"ll Il
40 60 80 100 120 140 160 180 4 60 80 100 120 140 160 180
1 /bytes 1 /bytes
(a) TIM (b) il
2 - 16 -
2ol -t 14y -t

A E LB /%

80 100 120 140 160 180
1 /bytes
(c) 5147

0
40

60

El 4 H4 VolP ing

WA 4 F Sl WS, ok 11 A [R] 15 T ) B
AL R AT AR S35 22 57 SR DR AN TR R A
i R AN TR X 5 R B IR A R — 2 U, XL
[5]— o Rz FH AN R 7 AR A ) o A A o A, e B
BAom AR AR m AU . X R, HRAE
JE A6 A< 245 18] 5 OGRS TR A R 22 54K VoIP
AP B RA SR 5 Z A X HE R —Ff o ]
5 2 Y e R AR A A ] B DX B A 1 O e B
FFAE— b U BRI B AR AL R/ MY DX [] (3l

A—1LAf,

80 100 120 140 160 180
K /bytes
(d) B2l

fiRTie-4 €/ EIR TR T}

LR/ T 1007749 o T4k B R HE AR 5 T g
P 5 AR AL AR A8 DX (g R 120 779D
R AR LA TR o T A

T S R AR X — 2 S ] e PO
IR I Lo A A K T L BEE A BT o L
1. ]

ul
60

DB Sy = fru
TR N I OB e BI2E 5 K A —2
LB D] AR RIS NIE 5 R

M5

1.0

A—1LAf,

80 100 120 140 160 180 200
K /bytes
(a) TIM

60

60

WK /bytes
(c) 5T%T

80 100 120 140 160 180 200

80 100 120 12’0 160 180 200
K /bytes
(b) TfE

60

80 100 120 140 160 180 200
WK /bytes
(d) B2

1.0
40

60

K5 55 ool L i) 2 5

2 Ak

MBS Ha] LG 2R BIA7 0 40T B . 75 7Y Rl
LA B AL ZABE R, AF AR L T A IE 21 F A

AL GEWTRE R fL R B R 7 —E R RN B
LORAE AL L e AR T AR A AT PR R L o 2



XX

AR AT FET IR U SRR TR Y VoI PN 2% it it U3y vk 7

ARAE LR L T PRI IR A AT RE R
PRI 2 2 1 7 i A He BB M P S AR B 2 R v o)
T AR ) 22 B VoI Ry FRE ) % 8 43 7
R AL R Kot A0 fe 4 » PR VoI P R IR 2o P
e T A AR R R S

T BRI T 16 2 T A A R N

300
250
200 f
%g( 150 |
100 |
50+

0 400 800 1600 2000
A% Hz

(a) 1AL

1200

200,
180 f: -ttt i e

160 e

RS L A VoI I i i A 4 A LKA
KRR ] AL . A BT 23 A P L 3]
PR oA S i AR I 2 R S
A TSR I A 6 5 DAL 6 Ca) T A A A A P LU
B AE—E RGN, B EE A T2/
Bes A, LA AEAE LU A 22 B RS

0

20 40 60 80 100 120 140 160 180 200
K/ bytes

(b) FH A i

ED
‘v.r Yiys
il

LR B L
:' .. .-.'.'.h""‘.":.r
.ot

i n-;-u'i”!’»
’ lu'lis :

.“'l'-

it

)‘2!"-’}‘};" o

LR NN
.

aeed

Y
:

ot

40 60
B 1] /s

[t Ty RN e
o R S AT TR S ENS S R T
80 100 0 20 40 60 80 10

i a]/s

(©) F L AKBaR ] 4 AR LT L
Fl6 552 ib & A M VolP i i i A0 K 43 A

LA . P 6 Ca) el A, 3 24 v 9 A0 IS LA
HR Y R AP AE— X R .
I, 2ok 380 Ha B3I AR 42 X5k 17 A 1 Oy 80 719
Fe AT B RCHE AL T 22 e v 1 3 A 1K 190 77
T A BEE AL . X L 6 (b m] LA A& A L4
) DEIR PRIV FEM R XE T, I HA
R DX ] F) i1 5 5 T 0 o AR B 0 A A K. 2) 78
AR XA 5 e R A Y 22 5 e 2 /M R
DX 8] Hh 55 P el A B S L MR AR X 2
PR L oA B A B . X SR BRI, R 0
55 VolIP i AL R W 56 2 L 7 B S U [ A 1
DX 1) 5 3l £ RE A R 22 e A ok B A TR S0 s 1k Y

AR A B I o A, w] LA DL S8

VoIP I FHXS AN [a) 1 531) 640 75 55 2 B BAS [] ) X
PRI SR €/ R NN N RN [ ik 5 ST/
BHE AR R X A H S 55
P AL A 18] A7 A — RE I X LI R

4 VPrint: VoIP INZFiREIRANE %

T 43 AT A5 A AT 4 — B VoIP fin
% 2 i 5 1 0 B (VoIP Encrypted Network
Traffic Fingerprinting, f# FX VPrint) . f# & VoIP i
T R SR R SN LT 1 VoIP i 4% i 2 1 1)
[R] R

O WHE WA VolIP g i it R AL AR .



8

‘—_t:

i

Pl

L
&

Eitd XXXX A4

4.1 FiEMA

VPrint F| ] _E—5 & BLAY VoIP Jin % it 2 50 s
AL 2 5 18 S 0 T R U S
PEZ IR OC 22, $RIUIN S 0 5 v (0 G AR AE , I 2t
22 ) 45 3 AR, S B E AE PRI L B (iR
S AU AU TR AR LR VoI P 22 AT
% o VPrint FILBEARHELL WA 7 BT o

J— .U BUMEE N
| B 1 g A E I T
: ; = [t A !
i TIM 1 1 i : . o |
. | . X 1 . %F‘%%H .
1 ! 1 g HFEAE
D SN +— 3 )
R I | e S '
i 1Ste | '
i ) ] VoSise | EIEWR [
: 0 £T5] : : K 1 e . . | —— [
------ O 1 o ey
ER e VolP ifi B #AE PUIMESS

E7 VPrintE/RHESLIA

VPrint [d] B {i F VoIP i 7= Az 1) 3t 2 B4k Fi
iy ATEE AR N GRE A L 27 2] VoIP I i it 1)
FAF . FESEAT I RARIT L 38 25 % 57 TS R AE
A A K ARHIE  VPrint BEERTFEL 419 VoI P i it 32
fEMf . HAKTT S, VPrint & 2o v 5 k74040
ST LI 23 Rl G T E TS FEAE AN VoI P i i RRAE , O HL
B e — AT W B 2 2 i . SR)5 . VPrint
ARBCEE AL 53 2 A G THRRAE B AN [R) 43 21 A
TEDFEE A T W REIE ) i . B  VPrintfiff
FH— A 5 AR, DL R RAE ) VR A L 7R
AR T WAL 55 Bl Rzl . e B, VPrint
AN T 5 S R 2 20 0 5 4 5540 OC 1 £ s
A3 53 20 R WS R 28 X 28 BRI VoI P it it A TR
fF DA TR A Vol P i iR BT 55 .

T ELE R, VPrint (11 H5 & T X VoIP
ZEWRAE Ty (N, 2 R A RIL ) W S B mT I
IF38 o DUR 29 Bk 1O R B0l 6z R
FH. —7J7 0, VPrint LA VoIP i & MR H bR, F%
HRE 5 TS T T FEAE R VoI P it s 59—
T, VPrint B YIZ5 [R] K Vol P it 2 15 HXG R Y
PG B A, T BB S kA H AR P T
o SEBRIFH 46 W48 5 AT LA S VPrint IR 55
PR FNPIE IR T THERR RS LR (5 8., DT S5 BT
VPrint % 2B
4.2 VolP MEREFFMERI

Y TR A 5 o R 2 ] A S — el
] AL B4 1Y VoI P fin % it it REAE P2 Oy k2 B

MEEARFRIR NEEITI), RGN T 53R
AR Z [ AL DG 2R o RT3 A it & SR A 7 1%
25 5y S AR P AU BE RS2 SRy 1A [ B 3
HEREAS (1) R AL RE S X 55, F5 L A T AUE 67 4 AT
BUE A s D3 A BV R A7 O i R AR BE X 5 . AN R
PRAUETE B0 78 B FAE 23 (] o SN 55, A
i AT e B0 R AR R AL

Ry fif R LA T e e A 0 B K AR T
BAUHT L DRAEXF 55 s AR5 B8 H — i 2 o i A
ST 1 O ;2 N [ i = o N R S M ST N 4 E B
ARL5S — T8 e X 7 B g A g A R
RIS 5 DTS2 B 12t R A (41 SOXE 5%, 11717 523
EEUF1 VoI P I it i R A, 48T+ 2 R Rl 21
FUES R PERE . LLUR 43 R A 28 anfey A T 5
A3 53 20 UL SO R Rl A ZH R A 7 3RAE
4.2.1 Hinwnd

PR AT 43 AR T AR SEACAR T (T
A N8 # B A R B R R IE  OF B Y
ARHSE  H B v A A5 S 2 221 1A N T A A
() EE A3 s BRI A SR R RAXT VoI P i % i fat B
FLHATARIL Y 3 20 o i B> 53 2R I — AT A
B2 3 33 BB i 411 43 2H O Z) 1) Vol P il 2% i 2 3k
A LA 21 i S e DG BE T AR I 1) I o 3R AR R B
T 4T VoIP i i Ui .

JUE I3 B 28 8 PRBOE A0 K S iR R
AEAE DRI (D E R K I AR NS IR A A4
) —Xf— R X B AL s A R e . Az
[P A7 it — i AT R A R R SR AR
SEMR A KA TR oA A ANk LR .

iR B S 5EIR AR R

WA B R RREARES D = (V, T}, v

T3 SRS i SV S REAS XS 107 AR R AR 5

Sl BlREAA{G)

1. Wﬂlﬁ'ﬂﬁGl,’ Gz#

2. REPEAT

3. U<;

4. FOR i< 1to|D| DO

5. (LY, ++e, [7)) <= PeakFinder( T, { G} );

6. (S0, eue, 8)) < TopFFTFreqs(V, )

7. HIEEBA AN KR | (10, Vo))
8. FOREACH pkt€ T, DO

9. /e*eargmink‘ pht. len — [} ‘;

10. U< UU{( £, pht. len) ;



XX R FTEE . LTI AT 5 B AR 55 1Y VoIP N k) 44 it PR )y 1k 9
11. END FOREACH 153 2 ) RAE PR R , 15 241> VoI P N i 1= 1)

12 ENDFOR
13. C<-KMeansClustering(U, K );

14. (G, =+, G )< Update(C);

15.  UNTIL Rt { G, e

16, SRIEEHANAG,), .
iAo A B R KR 50 KA BN E

FLE o SR B AL 4 G AL R BRAN B BRI
H AR E T 404 G, 8 s 6 5 HE AN TR 5 40 A ¢
o Bk LA T S REAS (003 3 A S35 8 A0
(AL 532

5T BB AR e RS B
KA A B 50 R0 4 G5 14T 5 SR 5 38 2o X 50 42 43
ZH AN W AR B (5 2-1547) , 15 284 8 £
a3 CRVECHE £ 40 21 9 78 Ak i /N T — AN 3 1 1
B o, 58 54T ARIURE A% Ui it AR A AE K A8
£33 41 A e A A0 CRIHE B B 22 0 B £
KL 5 6 47 IR BUR R ) 5 BE AR B | K A 32 A
oy, MK SR G LR GE 71,
55 8-10 473 12 Ry it et A i i) B S B A DG TR —
ANTR IR, T A] DA B A R o 41
T RS R KRR . 5 1317 X
X8 5 JE AT K-means 2, 15 2 5008 19 K A~ 28
o B AATTHRE R R BB, S
B R BEALsr . EAR UL FA TR, H R
SrEARRE s TR AT B EE L 43 21 S Al
IR R

T B RN Bk VU TR M B, X
— X 5 VoIP it FEAEAS I 5 Z X 07 Y o S AR AR
2 ) TR AR AR ALK A X DG 2R o SEBRER
B 0 4% A T LT G R U B AT B
it , IR 5 SC b I 8 ) O R B R 0 AR U e
A VoIP Jii s FEAS (B AR ZVE S 4> F A A 2 L
TEN AT B A LR E s B o THGR 5 55, AL
M2 2] A FE A AT -0 K X R JC 2R o ZEEER Y B L
TEUfoft P - R X6 1 G R PR R A AL 4
THERAE  FF R3] VoIP PY 4, 1 AN P75 ZEAT o] 15 B
Ao XAEHE R R GHEERCR A R B OR T AR SE B
GBI E PRI M. N —/N T A BE
R kA S (M IORE: (i <Ny R- N
4.2.2 BRI HEE

R RVEE L AL - 42 R nT DI R4S 4 i
FTFRAE, FRARR BB S I RRIE . SRS I PT

FAE . AR IR ORGSR G =
1] 2 57 0 AT % B R o 5o B DU R GE T HRRAE R il —
A 204k . DUF PRGNS X P 28 ST RAE G
BT

Seh et it A 0 A P 1 T 2%
CHERE 1) ARUEZE (4EFE 2) 8 (4 3) AP 4 45k
(HEJE 4, X e g 1T ] A SR AR B ALK 1 0 AR
FEPE

07 ) 22 S REAE SR F 4307 o543 B ARG S
] 5 22 (HEJE 5-8) % AR AF 32 Z R B3 i 3 51 A et
AR M S e et . BRI RS RN

(1) 5 72 BHa A K P8 0 25 — = i 5 Q.
B N QAR A

(2) FEREA A3 S AL B 75 3 43 Sk i 1) )7
B (3 25 3% s, 2 T 08D AU 1) 1 1 87 (AL 2 3%
ZIE W L pUASF A

(3) AT A P8 B 7 2206 MR E(E

Gy BERRAE 38 T A R AL s 40T St
TS A A0 (HEEE 9-18) R FFHAIE F TR AE
AR E BB AT o 2 Ly L 53 R B AL
S ALK P 9 ) de R A /M

QDI A | 1 5 P S I 2 5
F{ L, L)

) WHERATXME L, Lo T EE B 5
SECH LB Y L 5

(3) BT 9 4> DX [H] () Eb A ELAE A R AE (55 10 4
X[ T 38 2 19 M HERD

T P AT - I0 S A L B (R 1) A
BAAST B )M B B (HE B 200 , 43 51 R AR TE 15 1 A1
(TP

BB AL BRI DU R GE T R E AN 3 1 7
N 5 JE K T 43 2 B RAE PR R A B3 VoI P
TN i (R R AE

x1 SIMHECHHERNFITHE
iz AT i
1~4 SERNGTTHE Ji 2 R 2 M TP
5~8 i e BT AR/ S T ) 2
9~18 oA I AT A o3 DX LR A LA
19~20 TSR Sk AN TRk

4.3 VolP MZFR=IRHIER
193] VoI P % i 2 FRRAE ] & J5 L A Sl H—
MM E = R BT 28 BRI 2 SRR R A 48K
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Pl

L
&

Eitd XXXX 4F

P AL LAY RRAE  OF T T B iR I 55 . 1818
25 T AR SO A A Aok 28 I R ASE B Y B AR ZE R L 2
B BRI = R BURNB AR LR 2 e
JZ . BRUZ BT s B ] RelLU pREL 5 B KL
T 32 RV TEHO , AU 5 S A A K 2
HEAT e KM A Ak B B i i A Ze PR SR AR D
Lo

S

K8 BRI M SH(K=4)

VoIP Jill g i 1 IR BIAE 55 T LU ik o — 4> 2 7)
FAT 55 (D3R 2) 2R Softmax pRIEICKS W 45 i H 5
WEZS RIS E T E PN I P

Loss = *% ;ny”logpﬁ”
Horp NRRFEA BB C 208y €{0, 1156
INFEAR G EZR R ¢ B ESIRREE , pi R BB F
FEA 8 T2 ¢ MR,

£z2 VolPMEZEREIRANES

1155 FKHEE C i
PRI 9.2 2 S AR YNSLE
Mg (P 1P 7 SUATIUN
ARG GEE S O 12 lE S e
R i, e 6 U

5 HERESZWERSH

A RS0 2 BB v R AR LS 1Y VoIP Jins it
SR L O IR T I U SE R, 38 a5 SRRk Ty kX
e, PEAG VPrint B9PERE SR PR . AT B S50 40,55 9 35
Ip — R BE R BT (5 5.1-5.3/N) . &
VolIP % it & 5200 5256 (55 5. 4-5. 6 /N1 . 1R
B3 S 56 43 0 AEAS TR (8 S 35 PR gk AT, DR A
SR I S 43 S e A T AR 1
5.1 VolPMEREHIEFRE

T A TF 0 VoI P i it st B 48 , A8 SCHE

WHGE AR P T — 255 VoIP I i &k
EMPRE RS . RGEBAFEH 5217 Windows
PR R GRS ALK (PC) L 3 BI85 35 7Y X7
B PC ¥ %34 LAY VoIP [ H  Wireshark
P T B DL K 0% 45 9K 3 VB-CABLE®, 0] LA
RGEREE ELHAE R & 50 WA L b S PR 58 T
. Wi PC AR5 B K £ FF 5 8 5% R DU
VoIP I H 1 WA AS [R5 o 52 56 v fifE ) b
VoIP i F K WA 5 43 i &« TIM 3.5.0. %] £]
7.6.15. {5 3.9. 12 R B H 218 3.28.0 ()
Windows i) »

kg 7 5 A B R AR o 7R Gl P IS SR L )
WL =B SR . RER BN, i —& PC
K HIEEFEIEIER . B — A PCENT. R5. Kk
TEAS Hb A% Tk 18 o 0 S, 938 i VB-CABLE #
T A R % T 2 s R IR TR TS . AR,
PO PATIL AR 7, 5E AL VoI P I Fi gk, 1t
A o 38 15 RT3 AT LA [ B 4 0 S s B 3
I HAEX A Rl B AL . DL R AR i AR AT LA
I A S A Sh ik i, DAE T 2EA T RAURL VoIP
T i B R A
5.2 BEEBUESE

AR T LUT =N R = AR TS 5
1B R VoIP R FH B S A o

(DO &Y5aE 8R4 (Scenarios) & — AT iE
TR AL E 2 F ARSI R BEAE
BT 2R BB E TR S A SOl S B )
TR P & 43k 9 B ST T UASHDGE T S
HHMESEA . UM R ANE 9 FTR) =
A= B 6007 5 1A 50 157 & P AT 292 M
AR BRI 2504

(2) [l i 35 Hdi 4 (Hello) J& — > 2 P 5 38
£, W R AR 1 BOPE 42 MAGICDATA Mandarin

40

35+

30
I8 25 -
ool
=
Z15F

TR Bk Sxmb FREY (k5 ixk kAT SR BT
B9 Scenarios 2 5tiE i K e

@ https://vb-audio. com/Cable
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AR FTAE : HET IR AT 5 B G K X 5 1 VoI P i o0 28 3t e U5 Jy vk 11

Chinese Read Speech Corpus™ i 15 55 U1 T H.59
VI 24 8] B AR A R S i . Bl A4
100 for 55 ¥ P = A2 1Y 200 A1 AR AR DL K
100 {32 2z 1 FH P 77 A 4 200 MBS REAS . SN
BHEARTER 60 R IREF” T2 BN S 30~50 Fh iy i
HiE9.

(3) M i 1) 15 55 B9 4 (Hi-Mia) & — A JFHL
P 4 . R VR F T IR £ 45 AISHELL-WakeUp-
199, Z 8 4 R Hello B85 42 2500, 15 & N4 3
R RS ORI o R AR AL 5 131 7 T PR A
123 3 2 P38 3% P, AR SCREIRCT v 250 4~ 55
WEFEAM 250 ML Wi EHEA, BMHEHEA
A 30 R “IREF K™ 8 i R 30~60 Y 1
HEY.

(4) Z FH PB4 45 (Speakers) J&— > FA A B s
£ EBIEE REMAL ASER. ZEEE
W TME T P S0 A S B NEREE
(3B 24O 24 AT REES (1B 140, BAH,
KA 2N EGREAR (G U ANESEEA) , WAL
CORUE” BRI B A TR,

(5) ZiEFh B 4 (Languages) J&— P FAA K
L ATAE ) 218 ME S 80 . ZBIR R s
12 BTG TE BAE S AN 2 MEE A BTN
oy SRR VTR N S R NN Fo el i S 1 by I
it 24 MBHFEA . M EEEE T S
T PE RIS R T B DUE S
TNHiiE - H i s DL BT AA T

(6) £ 45 15 B8 4 (Phrases) & — T FA A K
L ALE I BUBRSE BB T REAR . BENEN
6 A FUBGRN  ALHE R IR R TR
Gy BRI R BTN — A E A,
AL 6 MBEBFEA B ST 17D,

5.3 VoIlPMEREHIEE

¥ DL BB B SR i iR AR R G HY I
A FEAR B 24 A VoIP i i i B 4E 4 - 45 I 4K
PERTEH R AR LR .

« ffi i Scenarios 1 & £ 40 48 76 AN [6] i FH v
HORAE 3, 15 B i & HCHE A {WeChat, TIM.,
WeMeet, DingDing }-Scenarios.

« fdt 1] Hello 1 & 040 5 76 AN [w] 7 ] v 8 52 o
£ 3 AR B R B R A { WeChat, TIM, WeMeet,
DingDing | -Hello.

« fiff FH Hi-Mia i 2 80 52 76 A [R) g 1 rp 5 42 R
£ 4K, 15 B B 5 (WeChat, TIM, WeMeet,

DingDing}-Hi-Mia.

« {1 Speakers iH & B4 . [ H P OB
SEREI 30 UK SR I AEAN R I FH v B 52 SR AR 170 IR (B
AH A 170 A = A A) 15 3 a5 s 5
{WeChat, TIM, WeMeet, DingDing}-Speakers.

« i Phrases ¥ 48 48 B0 51 52 76k
30U SR JE AEAN ] 1 FH v 52 SR AR 120 U CREAS R i
A 120 MR A , 45 B i & 298 48 {WeChat,
TIM, WeMeet, DingDing }-Phrases.

o fii H Languages if & 8088 5 . MBS E R
30U SR G AEAN [A) 1 FH v e 52 R AR 270 IR CREAIE
A 270 AN B REAS ) L A5 B B HCHE 4 {WeChat,
TIM, WeMeet, DingDing }-Languages.

5.4 EWiEE

AL i IR 45 48 2 7% 2 3 Intel (R) Xeon
(R) Silver 4316 CPU L) & 1t NVIDIA Tesla V100
32 GB GPU #/E &% 4 Ubuntu 22. 04 LTS. ¥R
22 S EAYE FH Py Torch 2. 4 H 2

TEE B AL H A 3l R B AR S R4 R 4R
5 o R AR L R e WA = 40, AR Ak G
LRI ARSI T e B A AL (R D
oy o3 2 R K AN RV ERUE . e 0 K = 4 B} VoIP
Jna R A e R A A, OF B AR AR AT 55 M
i EBEE EEE AR R 3R e
S S e X X)) B AR IO IX ) A i 2 47
FEOE A R FEAS (O RRIE ) o AR A A
RICPE R AE 14 il ST 55 R ) R S SRR A3 B S 30 v
TTEAHgRIIE

R3 HIEGHEER(K=1)

HAm e
G, G, G, G,
TIM  [40,70] [70,100] [100,150] [ 150,200
tefE [54,78] [78,112] [112,123] [123,200

155 S

[ ]

P ) ; ]

ETET [48,87] [87,117] [117,172] [172,200]

PEiR4si [28,88] [88,114] [114,138] [138,200 ]

. TIM [40,707] [70,100] [100,150] [150,200 ]
JiiD b2t R

WiE [54,78] [78,112] [112,123] [123,200 ]

TI 52,67 67,102 102,141 141,200

wRR ]\f [_ I I Il ]

s [55,74] [74,108] [108,128] [128,200 ]

o TIM [54,78] [78,105] [105,145] [145,200 ]
MEBON L

W= [55,78] [78,111] [111,148] [148,200 ]

5.5 BE&FHESEMEER

AR SR BN AN it s R0y A Sk 1
F3%F FE 25 L A0 35 3 T G T HERAE A0 i R A 1k
HMM. VCF; & T ¥ B 5= > 1 0 i 3R AE 7 ik .
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DeepFinger. FS-Net; 4 1 # R AE A9 Jr ik ET-
BERT.YaTC.

« HMM ™2 B 35 1 & BRI VoIP I it
SO B A S CEAR R EHRI0m)
AT IIE R FFER A A H HMM JCHGHE &5 1y
SAKEFHMEE TSI Vol P hin%s i & 1Y 15
P 5 iE A

« VCF™& Wang % AT 2020 4F £ %18 g &
7= A ) Vol PN it f 5T B 48 SR U 75 . VCF
AT 112G M2 1T 25

» DeepFinger "3 4 B 25 X 25 44 R AIE 3
s IR B M B E R T HES A 9l
T — 35 FEURh 225 O 28 ) R e 0 SR AR

« FS-Net ™ & —Ff 3L i 18] J37 571 455 11 38 FH o
% i ROMAE SR L (o PO A 7 A S i A2
T Bi-GRU 1/ 2 it 25 [0 26 ) 38 I 2t e 1E 4 B )
T LT S B P RAE .

« ET-BERT"™ 3 F BERT 38 FH % 4% it = AiE
2p ) RERY R RS A0 B 20 A B, 3 T hn &
HR 2408 TS .

 YaTCH™ &P g it 38 FH RO B A, o
28 5 W ok K B R, A ] Masked AutoEncoder
(MAEDHEAR 2 3] i i RAE

A SR AR 2 A 15 RS A oK DL % FL(EAE
R REVEAGHE AR . S AR TR AR

ML 2 Eire XXXX4E
e TP+ TN
{EEE}:_TPjLTNjLFP—FFN

TP
AP = p N
v, TP
*%E)%K_TP—FFP

X ision X
F1:2 Precision X Recall

Precision + Recall
H:i TP (True Positive) 1 TN (True Negative) 43

B TRIEH 7 R IEREAR AR AR B R L FP (False
Positive) FIl FN (False Negative ) 4351 & 7~ g5 15 70 2
Y IEFEAS A A A K A
5.6 SSBERSS

AT NIZBR VoIP 28 4 W48 I 5 A AE 4
SR P B R E T T TR R 1
T PO A i R ) VoIP W 45 1R BT 55 31k
VPrint 5 C A J7 1 B9 PERE » I 38 18 I @l 3 A R S ik
B A 53 AR P U A 350
5.6.1 PRI

PERIR AT 55 B 78 38 3 2 VolP i 2 U5 i
T P B R A A 55 AT T X VoIP VE SR
JUTEHREE AR . ARSI T =AM iE %
P AETE TIM AR 2 H] 7 £ 1 Vol P i i 8 4
£ . {TIM, WeChat} -Hello. { TIM, WeChat} -Hi-
Mia Fll{ TIM, WeChat }-Scenarios , 5 5 45 5 43 51 4n
RAMESFIR.

AL 2], T Vol P ings it i R 58 % P o

x4 TIMMERNRHISEIGER

. TIM-Hello TIM-Hi-Mia TIM-Scenarios
TR THmw mek Rek FIE ARE ROk RWE  FLE ARE R Mk FLE
HMM 0.5641  0.4783 0.5192 0.5177 0.5392 0.5225 0.5392 0.4235 0.5147 0.4368 0.4607 0.4667
VCF 0.5266  0.6817 0.6110 0.5980  0.6695 0.6861 0.6695 0.6418 0.5392 0.5640 0.5392 0.5513
DeepFinger  0.6739  0.5744  0.6739  0.5693  0.6840  0.7525 0.7119 0.7166  0.5723  0.5835 0.5850  0.5778
FS-Net 0.6920 0.5845 0.5985 0.6337 0.6342 0.6745 0.6589 0.6537 0.6022 0.6135 0.6080 0.6078
ET-BERT  0.5025 0.4936  0.5025 0.4980  0.5930  0.5924  0.5930  0.5927 0.6645 0.6559 0.6645 0.6602
YaTC 0.5625 0.5518 0.5625 0.5540 0.6449 0.6363 0.6449 0.6352 0.6675 0.6605 0.6675 0.6577
VPrint 0.6869 0.6862 0.6869 0.6831 0.7542 0.7726 0.7610 0.7633 0.7436 0.7407 0.7436 0.7401
R5 MEMINRFZIRER
o WeChat-Hello WeChat-Hi-Mia WeChat-Scenarios
B TRk Rk mwE LR ARE R ik FIE AR Rk Bk FIE
HMM 0.4227  0.5543  0.5112  0.4796  0.4607 0.4678  0.4607  0.4601  0.3475 0.5557  0.3475 0.4276
VCF 0.6157 0.6239 0.6157 0.5287 0.6524 0.662 0.6524 0.5927 0.6695 0.6298 0.6695 0.5900
DeepFinger  0.6423  0.6380 0.6423  0.6396  0.6931 0.6494 0.6494 0.6705 0.6737 0.6399 0.6737  0.6023
FS-Net 0.5014  0.5151  0.5014 0.5072  0.5872  0.5717 0.5872  0.5564  0.6228 0.5407 0.6228 0.5704
ET-BERT  0.5224 0.5253 0.5224 0.5238 0.5618 0.5633 0.5619 0.5625 0.5932 0.5846 0.5932 0.5887
YaTC 0.5398 0.5306 0.5398 0.5327 0.5625 0.5518 0.5625 0.5540 0.6314 0.5959 0.6314  0.6066
VPrint 0.7628 0.7046 0.7235 0.7325 0.7787 0.6909 0.7320 0.7322 0.7754 0.7696 0.7754 0.7707
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AR FTAE : HET IR AT 5 B G K X 5 1 VoI P i o0 28 3t e U5 Jy vk 13

S T R B AT 55« T A T 1 R B P BB TR A
K F 0.8, AH#E F R Ty ik . AR SCHT ) VPrint
Tr AT BG4 T T RE RIS R B R
# o VPrint 76 P 51T 55 1 FL{E7E 0. 68~
0.77 Z 8], A0 b F i34k ket 17 5%~10%.
32O T BEALAE I 11 A L 4R T vk RSB AE T
BEALAEIN . eAh 6T H A AT TIM A PR R g FH 7=
A= 1 VoI P I i et » Bk, il DU 3 L2k 7 ik
FEPUNE F P W 2R 800 22 U TIM A P 3]
A2 1 TS SR B T 488 TIM B 358 614 7 97 A0
52 M . VPrint 7305 A1 TIM _EARHrcka e i vk
fig . W T VPrint 78 32 bR 22 4 WA P ELA& X i R By
I it — 2 AR 1435 I B

R iE— 25 55 V Print (438 36 F P 518 5 BE
F1, 3 6 45 T VPrint £ VoIP il % i i 504 45
{TIM, WeChat, Dingding, Wemeet}-Hi-Mia [ [
PERER B . S DU R T ORI T8 g5 5
B2, VPrint M SRS F1EX R T 0. 68, X 2K K
VPrint AMEH T VoIP i FH 118 & g 5k, i 28
T A A R S R R ORI (L 4 L RRAE (L L%
Xof AN [ i 5 i vk )3 PR

%6 VPrint7£{TIM, WeChat, Dingding, Wemeet } -Hi—
Mia i 2B EHITHPEIIRA AL LER

N % KR HERf R F1{H
TIM 0. 7542 0.7726 0.7610 0.7633
s 0.7787 0. 6909 0.7320 0.7322
ETET 0.6942 0.6935 0. 6940 0. 6938
IR 2L 0. 6820 0. 6834 0. 6820 0.6827

AT S 25 B F W] VPrint 76— B R JE bl
FHF 33 P e s R R R R T e A
D515 BRI 2 RO AN [ 1 S e A8k 1y sl FH Ak o
5.6.2 FIF

25 76K A AN [RLE 35 RN VoIP i i bEAS , 1
FHRGIMT 55 B AE i VoIP i SR 5 36 A S 457
AL P T 7E M2 A BT P i H PR BE L . A5
IS T {WeChat, TIM} -speakers i & £ 45 4 . £
BARE L E T AP b 2 24 B AT
PLF %50 M WeChat-speakers i 5 B 4 [ 1152
Ioah R (R 7 MK 8 7R ) o 7 TIM-speakers il it
B EASEIR A RSOl AR g 25

FTH W TN T s P B0y 4
KL ATULE S VPint ZEr A 508 LI FE A7
P P R FUE A T R R 2 48 7+ 504

R7 A REE L WeChat-speakersiii E2IFE FHAA
RAIEI LR

PIRES FEJIES LGULES MIATES F1{4
HMM 0.5423 0. 5344 0. 5423 0. 5383
VCF 0. 8819 0. 8890 0. 8819 0. 8816
DeepFinger 0. 9444 0. 9505 0. 9444 0. 9436
FS-Net 0. 8024 0. 8200 0. 8025 0. 8028
ET-BERT 0.2872 0.2474 0. 2872 0.2320
YaTC 0.4979 0. 5097 0. 5021 0.4976
VPrint 0.9931 0.9934 0.9931 0. 9931

£ 8 VPrint 7£ WeChat-speakers i 24IE&E FH A

ARSI ER
) FElEES KR HiRTIES F1{H
Male ul 0. 9990 0.9990 0. 9990 0. 9990
Male _u2 0. 9990 0.9990 0. 9990 0. 9990
Male _u3 0. 9990 0.9990 0. 9990 0. 9990
Male Al 0. 9990 0. 9565 0. 9880 0.9778
Female_ud 0. 9667 1..0000 0. 9800 0.9831
Female_ub 0. 9990 1. 0000 0. 9990 0.9995
Female_ Al 0. 9840 1..0000 0. 9990 0.9919
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S
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EMIRBIER FIEIRAER

Tridk RS GRS HIRTES FI{H Jrik: ES K MIRTES F1{H
HMM 0.2112 0. 3052 0.2110 0. 2496 HMM 0. 2510 0.4523 0.2510 0.3228
VCF 0. 4668 0.4659 0.4668 0.4522 VCF 0.5610 0. 5667 0.5610 0. 5388
DeepFinger 0.5150 0. 5260 0. 5150 0.5021 DeepFinger 0. 5366 0. 5608 0. 5366 0. 5437
FS-Net 0. 1839 0. 1551 0. 1839 0. 1568 FS-Net 0.2414 0.2375 0.2414 0. 2344
ET-BERT 0.4337 0.4750 0.4337 0.4297 ET-BERT 0.6232 0.6861 0.6232 0.6303
YaTC 0. 3390 0. 3564 0. 3390 0.3418 YaTC 0.4301 0. 4402 0.4301 0.4228
VPrint 0. 8802 0. 8871 0. 8802 0. 8811 VPrint 0. 9180 0. 9294 0.9180 0. 9159
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T A FEuES e HER R F1{H TSR FENEIES i HE % F1{H
B 0. 8333 0. 8333 0. 8333 0.8333 Bk 0. 6250 1. 0000 0. 7640 0.7692
TliiE 0.9167 0.9167 0.9167 0.9167 {272 0. 9286 0.8125 0.9230 0.8667
i 0. 9090 0. 9090 0. 9090 0. 9090 &T 0.9615 0. 8065 0. 9540 0.8772
EVAN 0.9474 0.9990 0.9474 0.9730 225 0.9524 1.0000 0. 9540 0.9756
PEHEF I 0.8333 0. 7692 0. 8333 0. 8000 Viek 0.9583 1. 0000 0. 9620 0.9787
I A 0. 8947 0. 8500 0. 8930 0.8718 57 1.0000 0. 9546 0. 9840 0.9767
EHbiF 0.9980 0. 7500 0. 8500 0.8571
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#13 TIM-Hi-Mia #iF £ 710 58 ph 18

%15 TIM-Scenarios #[#E 5 A1 51 i B 321G

Bty 21 PEREIES TS iR F1{H Bt g5y 21 PENEIES RS iR F1{A

Eiril 0.5980  0.3577  0.5980  0.4476 Eiril 0.5957  0.7368  0.5957  0.6588
WML A 0.6373  0.6277  0.6373  0.6015 WAL 0.6596  0.6596  0.6596  0.6596
Gy Gy 0.6823  0.6742  0.6823  0.6782 Gy Gy 0.6451  0.6854  0.6450  0.6646

Gy Gy 0.7231  0.7142  0.7230  0.7186 Gy Gy 0.6842  0.6930  0.6842  0.6886
eer 0.7126  0.7535  0.7336  0.7325 Gy G, 0.7010  0.6995  0.6956  0.7002

G,y Gy Gy 0.7485  0.7522  0.7490  0.7503 Gy Gy G, 0.7023  0.7054  0.7024  0.7038
G, Gy G, 0.7120  0.7120  0.7120  0.7120 Gy Gy G, 0.7052  0.7173  0.7057  0.7112
Gy Gy G, 0.7638  0.7442  0.7640  0.7539 Gy Gy G, 0.7234  0.7303  0.7235  0.7268
Gi.Gy G, G, 0.7542  0.7726  0.7610  0.7633 Gy Gy G, G, 0.7436  0.7407  0.7436  0.7401

14 TIM-Hello ##E &M A2 5 ph S8

Bt PR RS HER % Fl{&
ATl 0.5714  0.3000  0.5714  0.3934
BaHLS 4 0.6087  0.6020  0.6087  0.5904
Gy G, 0.6081  0.7541  0.6081  0.6732

Gy G, 0.6260  0.6650  0.6260  0.6449

G, G, 0.6082  0.63%84  0.6082  0.6229

G,y Gy G, 0.8603  0.5012  0.6147  0.7008
G, Gy G, 0.7081  0.6305  0.6299  0.6671
G, G, G, 0.6610  0.6692  0.6514  0.6651
G,.Gy, G, G, 0.6869  0.6862  0.6869  0.6831
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voice signals through IP networks. During a voice call, the
analog voice signal generated by the sender is compressed and
encoded, and then packaged into data packets according to

protocols such as TCP/IP, which are transmitted over the 1P
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network to the destination. The receiver then reassembles and
decodes the received data packets to restore the original voice
signal, thus achieving voice communication over the Internet.
While VoIP applications have greatly enhanced communication
convenience in people’s daily lives, they have also facilitated the
proliferation of cybercrimes, inflicting substantial harm on
individuals. This work studies the VoIP encrypted network traffic
classification problem which is related to the extensively studied
encrypted traffic classification problem. However, VolIP
encrypted traffic classification is considered to be more challenging
than encrypted traffic classification as it aims to achieve fine-
grained classification. In the literature, VolP encrypted traffic
classification requires the knowledge of voice encoding algorithms
to model the relationship between voice units and traffic
segments. However, nowadays, the voice encoding algorithms
adopted by VolIP application providers are usually not open to
public, which makes existing methods no longer applicable. This
work investigates four popular VoIP applications in China, 1. e. ,

WeChat, TIM, DingTalk, and Tencent Meeting. By collecting

a large amount of real traffic data in the lab, this work measures
and analyzes the correlation between the encrypted network traffic
transmission patterns of the four VoIP applications and user
attributes, voice content, etc., and discovers a significant
correlation between voice spectra and packet length. Based on
this finding, a VoIP encrypted traffic identification method called
VPrint 1s designed, which aligns voice spectra with packet
lengths. Compared with existing encrypted traffic identification
methods, VPrint can identify VoIP encrypted network traffic
more accurately. Taking WeChat as an example, VPrint achieves
an F1 score of 0. 77 for user gender identification, 0.99 for user
identification, 0.88 for call language identification, and 0. 92 for
phrase identification. This work shows that popular VoIP
applications such as WeChat have security risks, and it is
recommended that relevant companies take measures such as
packet padding to enhance security and prevent possible user
privacy leakage.
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